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Abstract: This paper examines the rapid growth of drone technology and its increasing
use in various fields worldwide. It analyzes major security challenges in drone communication
systems, including DoS attacks, Man-In-The-Middle attacks, GPS spoofing, jamming, and
wormhole attacks. The study highlights the limitations of drones due to limited resources,
which make security implementation more difficult. It also discusses key methods for
improving drone security such as encryption, antivirus use, and system updates. The research
emphasizes the importance of developing effective solutions to ensure safe and reliable drone
operations.
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Nowadays, the development of drones and their widespread use across various fields
have led to an increase in demand for drones. This, in turn, has contributed to the growth of
the global drone market size [1].According to data from statista.com, the global drone market
size is projected to develop as follows from 2021 to 2026 Figure 1

Figure 1. Global drone market size from 2021 to 2026.
Drone security is a key topic of discussion among researchers and industry professionals
worldwide.  Although  drones have
numerous applications, without addressing
security  issues and  implementing
necessary architectural changes, drone
applications may not be able to fulfill their
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intended purposes in the near future.
Therefore, it is essential to resolve security
challenges in drone communications and

to develop new architectural solutions.
Before studying the issues of
information security in drone communications, let us consider the basic process of
communication with a drone (Figure 2). A drone operates through a simple procedure [2]. It
includes transmitting a data link from the controller to the drone and sending data from the
drone to the satellite.
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Figure 2. The main process of

communication with a drone.
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advanced solutions for authentication, access control, and ensuring data confidentiality in
information protection. The reason for this is that resources in drones are very limited. In
addition to the specific security issues mentioned above, the following security threats in
drone communication must also be addressed. Some of these attacks are described below:

Denial of Service (DoS) attacks — A DoS attack restricts access to legitimate users by
overwhelming shared resources with a large number of unnecessary requests sent by the
attacker in order to stop the normal operation of the drone. This leads to system overload
and may result in the rejection of some or all legitimate requests.

Man-In-The-Middle (MITM) attack — In this attack, the attacker positions themselves
between the client and the drone. The attacker uses a device known as a Wi-Fi Pineapple.

Geolocation spoofing (GPS spoofing) — In GPS spoofing attacks, the attacker transmits
incorrect signals. During the process of obtaining the drone’s GPS coordinates, the drone uses
fake geolocation data based on GPS manipulation.

Radar systems — Monostatic radar is one of the most traditional methods for detecting
important objects. Radars emit electromagnetic signals that can travel long distances. These
signals spread in all directions and are reflected from the surface of the drone when it is
detected.

Jammers (signal jamming attacks) — Jammers are electronic devices used by attackers
to block signals at the receiver side using electronic interference equipment.

Wormhole attack — In a wormhole attack, two malicious drones strategically position
themselves within the network to intercept communication between drone networks. A
tunnel is created by the attacker, allowing them to launch attacks from any point in the
network [3].

To counter the above threats, several recommendations are proposed:

e regularly update drone software;

e use updated antivirus software on drones;

e use VPN (Virtual Private Network) to encrypt connections;

o limit the number of devices that can connect to the main station;

e use the “Return To Home” (RTH) mode in case the drone is stolen.
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Conclusion: This article analyzed several drone-related attacks such as DoS attacks,
deauthentication attacks, Man-In-The-Middle, GPS spoofing, jamming attacks, and other
location-related threats such as radar-based detection.
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