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METO/1bl OBHAPYKEHUA U IPEJOTBPAIIEHUA KUBEPIIIIMOHAKA B
BOEHHbBIX THOOPMALIMOHHBIX CETAX

OctoHoB 3adap 3aMOHOBUY

Yyumenw BI'TIU BoeHHoll kagedpwt , [Ipenodasamesnb Memooduyeckozo YukAa,
Ilo0noKoBHUK.

KomMmuysioB Mexpuaauia MaJiMKoOBUY

Kypcaum 2 kypca BI'TITH BoeHHoll kagedpbl

AHHOTAanusA: B  cospemeHHbIXx  ycaosusix  yugposoli  mpaHcpopmayuu
BO0ODYMCEHHbIX CU/M1 U 20CYydapCmeeHHblx cucmem 6e3onacHocmu pacmyuwas
3a8UCUMOCMb OM UHPOPMAYUOHHBIX MEXHO/102Ull y8eauyusaem ys38UM0oCmb 80€HHbIX
UHGOPMAYUOHHbIX cemell neped yepo3amu KubepwnuoHaxca. Lleavio daHHOU pabombl
s8asiemcsl aHaAu3 Memoduk O6HapyxyceHuss U npedomepawjeHust KubepwnuoHCKUX
onepayuli 8 KOHmMeKcmMe 80€HHbIX UHPOPMAYUOHHBIX CUCMEM, d MAKx*e PopMuposaHue
pekomeHOdayull no cosepuieHCMB08AHUI 3aujumsl. B pabome paccmampusaromces
0CO6eHHOCMU KUGepwnuoHaxcda, NpUMEHUMble MEeXHO/102uu U MAaKmuKkKu amak,
cneyugpuka cemeti MuHucmepcmea 060poHbl U  CAYH6  2ocydapcmeeHHOoU
6e3onacHocmu, a makdyce Memodbl MEXHUYECKOU U Op2aHU3AYUOHHOU 3aujumbl:
MOHUMOPUHZ, AHA/AU3 nosedeHUsl, NpuMeHeHUe UCKYCCMBEHH020 UHMeA/1eKmd,
apxumekmypa «Ho/b dogepusi» (Zero Trust), obmaHHble mexHoso02uu (deception
technology) u dp. Ilpakmuueckoe 3HayeHue UCC/Ae008AHUSl 3AKAOYAEMCS 8 MOM, YUMo
co8epuIeHCMB0B8AHUE ONUCAHHbLIX Memodo8 npusodum K No8blWeHU ycmolvusocmu
B80€HHOU UHPOPMAYUOHHOU UHGPPACMPYKMYPbl, CHUXCEHUK PUCKO8 YMEYKU CEKPEMHbIX
JaHHbIX U NOBbIWEHU 3P PeKmuUBHOCMU 0NepamugHoO20 ynpas/aeHusl.

Kinwo4yeBble c0Ba: KuGepwnuoHalx, B0€HHble UHPOPMAYUOHHblE cemu,
O6HapyxceHue yepo3, npedomepaujeHue amak, UCKYCCMBEHHblU UHMeA eKm,
apxumekmypa Hy/1ego2o dogepus, deception technology, moHumopuHz mpaguka.

BBEJEHUE

HMHpopmanoHHbIe CETM MHUHUCTEPCTB OOOPOHBI U CJAYKO TOCYyAapCTBEHHOM
6e30MacHOCTH (Jlajiee — «BOeHHble UHGOPMAaILMOHHbIE CETU») SIBJASIOTCSI KPUTHUECKU
Ba>XHbIMU 3JIeMEHTaMU HallMOHa/JIbHOU 6e30macHoCTH. OHM 06pabaThIBAIOT, XPAHAT U
nepesalT CEKPETHYI0 M CJAYKeOHY0 MHPOpPMAIUI0, YaCTO CBsS3aHbI C yIpaBJeHUEM
BOOPY>KEHHBIMH CWJIaMH, pPa3BeAJAaHHbIMU M CTPATErHYeCcKUM IJIaHUpPOBaHHeM. B
CBSI3U C POCTOM THOPHUJHBIX U KHUOEpyrpo3, MOsiBJIEHHEM BbICOKOTEXHOJIOTUYHBIX
TPy, aKTOPOB — KaK rOCY/apCTBEHHBIX, TaK U HEroCyAapCTBEHHbIX — yrpo3a
KUOepIUN1uOoHaXKa NPUoOpeTaeT CUCTEMHBIN XapaKTep.

Kubepunuonaxk  (cyber  espionage) —  3TO  [JedATeJbHOCTb IO
HECaHKLIMOHUPOBAHHOMY NMPOHUKHOBEHHUI0O B MHOpPMALMOHHbIE CUCTEMBI C L€JIbI0
cbopa, mnepesayd MO0 U3BJEYEHHUS] CEKPETHOM WJM CTpaTerMYecKd BaXKHOU
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nHpopmanuu. ([cyberarrow.io][1]) YuyuTbhIBass BBICOKMK YpOBe€Hb TpebOOBaHUH K
KOHQUAEHIUAJbHOCTU U LEJIOCTHOCTA BOEHHBIX CUCTEM, METOJbl OOHApPYKEeHUs U
npeAoTBpalleHUsI TAKUX aKTOB CTAHOBSITCS IPUOPUTETOM.

0630p BU/IOB ¥ TAKTHUK KUOEPIINHUOHAXKa B BOEHHBIX CETIX

1. Bupgp! aTak

* @OumuHr, neseble (e.g. spear-phishing) kammaHuu — BxoJAHas TOYKa JJid
BHeApeHus. ([My Blog][2])
* BpenonocHoe [0, B ToM uyucie RAT (Remote Access Trojan) — pjs

JUIUTEJIbHOTO I0CTyMa U u3BJedeHus AaHHbIX. ([All Military][3])

* Ucnosib30BaHUE 3KCIJIOUTOB HyJieBOro AHA (zero-day) /s 06X0/a 3alUTHBIX
cpeacts. ([My Blog][2])

* JkduUAbTpaLMs AAHHBIX Yepe3 CKPbIThble KaHaJbl, cTeraHorpadus — CKpPbITHE
MHOpMalUM BHYTPU MYJbTHMeJHa, TyHHeaupoBaHue 4epe3 DNS/HTTPS. ([My
Blog][2])

* BHyTpeHHUe yrpo3bl (MHCaliephl) U JBUKeHUe 1o ceTH («lateral movement»)
nocJie nepBoOHavYaJbHOro NpoHMKHOBeHUs. ([My Blog][4])

2.0cobeHHOCTH KMbepIINMOHaXKa B BOEHHBIX CETAX

* BbicoKkas LLleHHOCTb MH(OpMaLuU: pa3Be/laHHble, IJIaHbl Ollepalui, CBA3U C
COI03HMKAaMU — 3HAYUTEJIbHO NMOBBIIIAIT MOTUBALUIO aTaAKYOLHX.

* JIIUTeNbHbIM XapaKTep aTaK: 3JIOYMBILIJIEHHUK MOXET HaXOJUTbCS B CETHU
MecsillaMH{, He3aMeTHO U3BJieKask MHPOPMaLUIO.

* [loBbllLIeHHbIE TPEOOBAHUSA K CKPBITHOCTH: UCI0JIb30BAaHUE CJIOXXHBIX METO/I0B
MaCKUPOBKM M aHTU-QOpeH3uKHU (ygajsieHue ciaenoB, Moaudukanus Joros). ([All
Military][5])

* UHTerpauus c ApyruMyd ¢opMaMy rHOPUJHON BOWHBI: KUOEPIIMHOHAX MOXET
OBbITh NIpe/IBApUTEbHBIM 3TANOM 60Jiee MacClITAOHOW KaMIIaHUXU — Jle3uHPOopMalUH,
BJIMSIHUS, CeTeBasi AUBePCUS.

MeToabl 0OHApPYXeHHsI KUOepILINMHOHAXKa B BOEHHbIX MHPOPMAILIMOHHBIX CETAX

1. MOHUTOPUHT ceTeBOro TpadprKa U NOBeJEHUS

* CucteMbl ob6HapyxeHUs1 BTopkeHuUl (IDS) ¥ mpenoTBpalieHUs] BTOPKEeHUH
(IPS) no3BoJISIIOT BBISABJISTH U3BECTHBIE CUTHATYpHI aTak. ([My Blog][6])

* AHoMa/IMMHBINA aHau3 noBeJieHUs (behavior-based detection): o6HapyxuBaeT
OTKJIOHEHHUSI OT HopMaJibHOro pabodero npoduis. ([defence-industries.com][7])

* MeToabl Koppessalndu UHGOPMALMOHHBIX MOTOKOB — HANpUMep, CUCTEMa
HOLMES, npesaHasHayeHHas [/ OOHapyKeHUS CJA0XKHbIX APT-kaMnaHuil mnyTém
aHaJsiM3a cBs3ell Mex Ay coobITUsAMU. ([arXiv][8])

2. UcKkyccTBeHHBIM MHTEJJIEKT U MAallMHHOE 00y4yeHHe

* [Ipumenenne ML/AI no3BosisieT BbISABIATH HEU3BECTHbIE PaHee abJIOHBI aTak,
MacuITabupoBaTh aHAJIU3 OTPOMHBIX 00 BEMOB JJaHHBIX ceTeBOro Tpaduka. ([defence-
industries.com][7])
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* CnenuaJibHble MOJleJIA 1Jisl BbISIBJIEHUS KMOepILINUOHaXKa, OpPUEHTUPOBAHHbIE
Ha pefiepasibHble YYpPEXKIEHUS.

3. leneHTpaJM30BaHHbBIA U NPOKCU-aHAJIU3

* OTciexxuBaHue pabOTbl KOMaH[-U-KOHTpoJsA (C2), CKpBITBIX KaHaJOB U
TyHHenupoBaHHbIX coeauHeHUu (VPN, Tor, DNS-TyHHenu) — p/is BbISIBJIEeHUA
skcunbTpanuu gavHbix. ([All Military][3])

* Ucnosib3oBaHue deception-TexHOJIOTUMH (JIOBYLIKH, IPUTBOPHbIE PECYPChI) A5
NpUBJIEYEHUS U BbISIBJIEHHUS aTaKyIOUUX BHYTpU ceTH. ([Bukunenus][9])

4. ApxuTeKTypa «HyJieBoro JoBepus» (Zero Trust)

* B BOEHHBIX CeTAX BaXXHO BHEJPATb MOJUTUKY, I/le HU OJIUH N0JIb30BaTe b WU
YCTPOWCTBO He J0OBepsieTC aBTOMaTH4YecKU. Bcé mpoBepsieTCss U KOHTPOJIUPYETCS.
([defence-industries.com][7])

* KonTtposb goctyna no posasM (RBAC), MHoropakTopHass ayTeHTU(UKaALUS
(MFA), ctporuii koHTpoJsb npaB goctyna. ([All Military][10])

MeToabl IpefoTBpalleHUsI KUOepIIMUOHAXa

1. Kpuntorpadudeckas 3amura 1 6e30nacHble KaHaJIbl

* [llndppoBaHMe JaHHBIX IPU NlepeJiladye U B IOKOe — CHUXKEeHUe pUCKa IepexBaTa.
([All Military][10])

* Ucnosib30BaHMe 3alllMIEHHBIX TpoTOoKoa0B cBsA3U (IPsec, TLS) u ynpaBsieHue
kaodamu. ([All Military][11])

2. KoHnTposib gocTymna u ynpaBJieHUe NPUBUJIETUSIMU

* [IpyHIMI HAUMEHbUIMX MPUBUJIETUHN, PETYJISIPHbIN NepecMOTp NpaB JOCTyIa.
([cyberarrow.io][1])

* AyrenTuduKanus c HeckoJbKUMH pakTopamu (MFA). ([All Military][10])

3. 06ecneyeHre OOHOBJIEHUN U YCTPaHEHUE YSI3BUMOCTEHN

* CBoeBpeMeHHOe MNpUMeHeHHe maTyed, obHoBJsieHHe [10 u ob6opyaoBaHUS.
([cyberarrow.io][1])

* BanugupoBaHue KOHPUTYpaALUH, 0TKa3 OT yCTapEeBILIUX CUCTEM.

4. ObydyeHue nepcoHasia U GopMHUpPOBaHHE KUOEPKYIbTYPhI

* YesoBeueCKUMU GaKTOpP OCTAETCS KPUTHUYECKUM 3BE€HOM: QUIUIMHT, COLlMaibHas
VWH>XeHepusl — OCHOBHbIE BEKTOPbI NpoHUMKHOBeHUs. ([My Blog][12])

* PerysnsipHble TpPEHHUPOBKH, CLEHAapHWU pearupoBaHUs Ha HWHLUJEHTHI,
MMUTAIMM aTaK.

5. UHpopmaruoHHbIN 06MeH M KOoolepalusi

* BoeHHbIe BeJJOMCTBA U CJy:KObl 6€30NaCHOCTH JI0/KHbI y4aCTBOBATh B 0OMeHe
pasBe/biBaTe/NbHOM HHGpopManuel o kKubepyrposax (threat intelligence). ([All
Military][10])

* CoBMecTHast paboTa € COI03HUKAMU, CTAHAAPThl U pEKOMeH/Jal .

[IpakTHyYeckoe 3HaYeHHE U peKOMEH/alluH [Jisl BOEHHbIX BEJOMCTB

1. BoeHHble HHPOpPMALMOHHbIE CETU JOJDKHbl ObITb CIHPOEKTUPOBAHbI C
pacyéToM Ha CleHapuy KMbeplINMoHaXa — a He JIMIIb Ha BHEIIHIOK 3alUTY.
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2. BHeppeHue MoHuUTOpUHra mnoBezeHus U HWH-cuctem pJomkHO cTaTh
HEOTbeMJIEMOU YaCThIO 3aIUTHI.

3. ApXUTeKTypa «HyJIeBOT'O J0BepHsi» U MHOroypoBHeBas 3amuTta (defence in
depth) o6s3aTenbHBI.

4. COTpy/IHUKH U JIMYHBIN COCTaB A0JKHbI IPOXOJUTh PETyJsIpHOE 0O6y4YeHUe 1o
pacrno3HaBaHHWIO QUIIKHIA U NTOI03PUTEIbHON aKTUBHOCTH.

5. YcTaHOBJIeHHE MPOIECCOB OBLICTPOr0 peardpoBaHUsl U aHAJ/IM3a BbISIBJEHHOU
aKTUBHOCTH: COOP JIOTOB, KOppeJisilivs COObITHM, paccyie/joBaHuUe.

6. [lns1 cayk6 rocyiapcTBEHHOUM 6€30MacHOCTH U MUHUCTEPCTB 0O0POHBI BAXKHO
bopMHUpPOBATh €IUHYI aAPXUTEKTYPY KUOep3allUThl, CTAaHAAPTbl W MJATHOPMbI
obMeHa UHPOpMaLMel 0 yrpo3ax.

3aKJ/ro4eHue

KubepmnuoHax mnpejacTaBaseT co60W Cepbé3HYI Yrpo3y [Jisd BOEHHBIX
MHOPMAIUOHHBIX CeTeld — Yrpo3y, CIOCOOHYI NO0J0pBaTh HHQOPMAIUOHHBIE,
pasBe/ibIBaTe/IbHbIE U yIIPpaBJAeHYE€CKUEe BO3MOXXHOCTH I'OCy/1apCTBa.

ddpdekTUBHOE OOHaApyKeHHe U NpeAoTBpallleHhe TaKUX Olepaluid TpeodyeT
KOMIIJIEKCHOTO TNOJAX0Ja: TeXHU4YeCKUX Mep (MoHuTopuHr, MU, kpunrtorpadus),
OpraHU3allMOHHbIX Mep (ymnpaBJjieHHEe [IOCTYNOM, OOy4YeHHe) U apXUTEKTYPHBIX
pemeHul (Zero Trust, defence in depth, deception).

TosibKO coyeTaHHe 3TUX KOMIIOHEHTOB MO3BOJIIET MOBBICUTh YCTOMYUBOCTb K
yrpo3aM U 06ecreyuTh 6€30aCHOCTb CTPATErHYEeCKH BAXKHBIX CUCTEM.

CIIMCOK JIMTEPATYPbI U UCTOYHHKOB:

1. “Enhanced Strategies for Mitigating Cyber Espionage” — MilitarySphere.com.
([All Military][10])

2. “What is cyber espionage? How to prevent it” — CyberArrow.
([cyberarrow.io][1])

3. “Unveiling the intricacies of cyber espionage tactics” — MilitarySphere.com.
([All Military][5])

4. “Analyzing the Use of Cyber Espionage Tools in Modern Military Operations” —
TacticalMissions.com. ([My Blog][4])

5. “Cybersecurity in Defense | Securing Military Networks & Data” — Defence-
Industries.com. ([defence-industries.com][7])

6. “ML-Based Detection of Cyber Espionage Activities Targeting Federal
Institutions” — International Journal of Core Engineering & Management.

7. “Proceedings of the International Conference on Cybersecurity and
Cybercrime” — IC3 2023. ([proceedings.cybercon.ro][13])

8. “Cyber Warfare and Cyber Crime Networks in Modern Military Security” —
ForceTactician.com. ([My Blog][14])

9. “Cyber Kill Chain” — Wikipedia. ([Bukunegus][15])
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10. “Deception technology” — Wikipedia. ([Bukunegus][9])

11. Official joint guidance: “COUNTERING CHINA STATE ACTORS COMPROMISE
OF NETWORKS” — multiple agencies.

[1]: https://www.cyberarrow.io/blog/what-is-cyber-espionage-how-to-prevent-
it/?7utm_source=chatgpt.com "What is cyber espionage? How to prevent it |
CyberArrow"

[2]: https://opsdefender.com/cyber-espionage-
techniques/?utm_source=chatgpt.com "An In-Depth Analysis of Cyber Espionage
Techniques in Modern Military Operations - Ops Defender”

[3]: https://militarysphere.com/cyber-espionage-
tactics/?utm_source=chatgpt.com "Unveiling Sophisticated Cyber Espionage Tactics: A
Deep Dive - MilitarySphere.com"

[4]: https://tacticalmissions.com/use-of-cyber-espionage-
tools/?utm_source=chatgpt.com "Analyzing the Use of Cyber Espionage Tools in
Modern Military Operations - Tactical Missions"

[5]: https://militarysphere.com/cyber-espionage-tactics-
2 /?utm_source=chatgpt.com "Unveiling the Intricacies of Cyber Espionage Tactics -
MilitarySphere.com”

[6]: https://tactlyn.com/cyber-defense-technologies/?utm_source=chatgpt.com
"Advancing Military Security with Modern Cyber Defense Technologies - Tactlyn"

[7]: https://www.defence-industries.com/articles/cybersecurity-in-defense-
how-military-networks?utm_source=chatgpt.com "Cybersecurity in Defense | Securing
Military Networks & Data"

[8]: https://arxiv.org/abs/1810.01594?utm_source=chatgpt.com "HOLMES: Real-
time APT Detection through Correlation of Suspicious Information Flows"

[9]:
https://en.wikipedia.org/wiki/Deception_technology?utm_source=chatgpt.com
"Deception technology"

[10]: https://militarysphere.com/cyber-espionage-
countermeasures/?utm_source=chatgpt.com "Enhanced Strategies for Mitigating
Cyber Espionage - MilitarySphere.com"

[11]: https://militarysphere.com/defense-against-cyber-espionage-
2/?utm_source=chatgpt.com "Safeguarding Against Cyber Espionage: Defensive
Strategies - MilitarySphere.com”

[12]: https://tacticalmissions.com/cyber-espionage-
operations/?utm_source=chatgpt.com "Understanding the Strategic Impact of Cyber
Espionage Operations in Modern Military Contexts - Tactical Missions"

[13]:  https://proceedings.cybercon.ro/index.php/ic3/article/download/2023-
33/99/3527utm_source=chatgpt.com "Proceedings of the International Conference on
Cybersecurity and Cybercrime”
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[14]: https://forcetactician.com/cyber-warfare-and-cyber-crime-
networks/?utm_source=chatgpt.com "Understanding Cyber Warfare and Cyber Crime
Networks in Modern Military Security - Force Tactician”

[15]:  https://en.wikipedia.org/wiki/Cyber_kill_chain?utm_source=chatgpt.com
"Cyber kill chain”

483



